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Abstract: To improve the accuracy of network security defense decision, according to the
characteristics of competitive decision and the limitations of traditional Nash equilibrium (NE),
the heterogeneous population evolutionary game model and decision method of network security
defense are proposed. Analyzing the difference in decision behavior standards between the
attackers and defenders, and introducing the biological population concept to distinguish the two
sides as different game populations, a dual heterogeneous population evolutionary game model of
network security defense is constructed. Then an improved replicator dynamic equation is
proposed based on the reflection mechanism. Considering the deterministic demand of network
defense decision-making and the limitations of NE, introducing the potential function and
designing the stabilized pure strategy, the optimal defense pure strategy selection algorithm is
proposed. It is concluded that a strict NE is just the necessary and sufficient condition for dual
heterogeneous population evolutionary game stability, and the stability proof and simulation
analysis are carried out for the strict NE combining with the global monotone property of

potential function. The theoretical analysis and simulations show that the proposed game model
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and decision-making method can ensure stable convergence of the defense strategy, and provide a

practical and credible defense strategy for the precise decision-making of actual network attack

and defense.

Keywords: network security defense; decision-making method; dual heterogeneous population

evolutionary game; replicator dynamic equation; potential function
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